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TEXHUYECKOE 3AJAHHUE

1. HanmenoBanue, Ha3HAYEHHUE U EJTH BHINOJHAEMbIX pa60T/0Ka3bIBAEMBIX YCIYT:
Anamu3 6e3onacHoctu cucreM 3amuThl /I, [ToaroToBka nmpoexra 10paboTKH U BHEIPEHUS CHCTEM
samuTe! [[[{n OAO «CH-MHI ».
[enni0 0Ka3bIBAEMBIX YCIYT SBISCTCS:
- BBIIBJICHHE HHPOPMALMOHHBIX CUCTEM TepcoHabHbBIX qaHHbIX (MCIT/{H) 3aka3unka;
- yrounenue kojauyecTBa pabouux Mect B UCII[{x OAO «CH-MHI'»;
- paspaboTka HeoOXOJMMON NPOEKTHON M IKCIUIyaTALMOHHOM MOKYMEHTAIMH MO MOJEPHH3AIHU
CYIIECTBYIOIIMX CpPEACTB 3amuThl nepcoHanbHbX JaHHBIX OAO «CH-MHI'» Bo wucmomnenue
TpeboBanuii PenepansHoro 3akoHa ot 27 urois 2006 roga No 152-03 «O nmepcoHaNBHBIX AaHHBIX»
no obecrnevenuto GezomacHOCTH 0OpabaThIBAEMEBIX TEPCOHANBHBIX AAHHBIX JUIS HCKIIOUEHUS WA
CYLIECTBEHHOTO  3aTPYAHEHHS  BO3MOXHOCTH  MOJyueHHs  3noyMmbmnuieHHHKamu  [IJ[H,
obpabaTriBaeMeix B uHGOpPMAIMOHHBIX cucTeMax mnepcoHanbHbix gaHHbX OAO «CH-MHI»,
BO3MOXHOCTH HECAHKIIMOHUPOBAHHOTO WM HeNpeaHamepeHHOro Bo3aeHcTsus Ha I[I[H #H
obpabatsBaromue ux kommnonenTsl MCIT[In OAO «CH-MHI ».
2. MecTo BHINOJIHEHHS PaG0T/0KA3AHUS YCIYT ¢ YKA3aHHEM XapaKTePHCTHKH 00beKTa:
2.1. Mecto BeInoTHEHUsI PA00T/OKA3AHUS YCIYT:
OAO «CH-MHI». r.MeruoH, TromeHckas 061acTh, XaHThl-MaHCHIACKIIT aBTOHOMHBIH OKPYT —
IOrpa.

2.2. XapakTepHCTHKA 00bEKTA 3AIMMTHI:

B UCIIJla OAO «CH-MHI'» ocymectpasiercst 06paboTka U XpaHeHUE HHPOPMAIHHU, MOIEKAIECH
obsi3aTenbHOM 3amuTe B cooTBeTcTBHM ¢ PeaepanbubmM 3akoHOM «O NEPCOHABHBIX JAHHBIX) OT
27.07.2006 r. Ne 152-®@3. B UCITIn OAO «CH-MHI"». Ocymectsisercst 06paboTka cnenuansHoi
KaTeropuH (COCTOSHHE 3710POBbS) MEPCOHAILHBIX JTaHHBIX.

UCITIa OAO «CH-MHI'» npucBoens! kiacest «K1» n «K2» Ha cooTBeTCTBHE TPeOOBAHUIM
[Tpuxaza @®CTIOK ot 5 despans 2010 r. N 58.

Ha momenT nepsonavansuoro oociaeoanus (2009r) UCIIu BeisBieno 250 pabounx mect (60p.m.
— «K1» 1 190p.m. —«K2»).

O6nem obpabarriBaeMbix nepcoraibHbIX JanHbX B UCITIH - menee 100000 cy6nekToB.

UCIITe OAO «CH-MHI'» sBisiioTCsi MHOTOIIO/IB30BaTENBCKUMU KIIMEHT-CEPBEPHOI CHCTEMaMH,
BBIMOJHEHHBIMH 10 JIBYX- U TPEX3BEHHON apXUTEKTYpE.

Texauyecku UCITTx OAO «CH-MHI'» peamm3zosans! Ha ocHoBe TexHomoruit CYB]] «Oracley.

CVYBJ «Oracle» ycranosnena na Oracle Exadata Database Machine 2-2.

Beraucnurensras cetb OAO «CH-MHI™» nocrpoena na ociose AD Windows Server 2008R2,
KJHeHTCcKHe pabouue crannuu Windows 7/8.

DaiinoBsle cepBepa u cepBepa npuioxenuit na Windows Server 2008/2012 u Linux raxoasaTces B
BUPTYaJILHOI cpefe, noctpoenHoit na VM Ware ESXi 5.5.

JInst xpaHeHus JaHHBIX HCIOJB3YIOTCA CUCTEMBI XpaneHus AanHeiX EMS Data Domain, EMS VNX,
HP EVA, HP StorageWorks.

OcHoBHOE cepBepHOE 000py10BaHIE HAXOUTCS B MalMHHOM 3a1¢ BRMUCIUTEIRHOTO HEHTPA.

Tepputopuansaoe pasmemenue — UCIT/IH, pazsepHyTas B OCHOBHOM B TIpejiesiax ropoja ogucax,
HEKOTOPHBIE KIIMEHThI HAXOAATCSH B [leXaX, TEPPHTOPHAIBHO YAATEHHO Ha HECKOIBKO COTEH HIIH ECATKOB
KHJIOMETPOB OT BBIYHCIIUTEILHOTO EHTPA.

Haymmuue coeiuHeHUs ¢ ceTsiMu 0OIIEero Mojib30BaHUs - UMEIOIIas 0THOTOUEHHBIH BBEIXOJ B CETh
001IEro MOTB30BaAHMS.

Tpancrpanu4Has mepejiaua nepcoHaIbHBIX JaHHBIX OTCYTCTBYET.

3. Cpoxu Bemosanenus pador/oxazamus yeayr: 20.11.2015 -31.12.2015.

4. YcnoBus BRINOAHEHHst paboT/oKa3amusi yCayr: YCIyrd BBIIOJHSIOTCS B COOTBETCTBHH C
npeiiokeHHbiM  MenomnureneM KajneHapHbIM maHoM. PaboTel Moryt ObITh  3aBepIEHBI
VcnonauTeneM J0CPOYHO 110 COTJIACOBAHHIO CTOPOH (€3 H3MeHeHus CTouMocTH JloroBopa.
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TpeOGoBanusi 1Mo BBHINOJHEHHI0 CONYTCTBYIOIMX padoT, OKa3aHHS CONYTCTBYIOIMX YCJIYT,
NOCTABKAM HeoOXOAMMBIX MATEPHAJIOB, B TOM 4HcIe ofopyaoBaHusi: HEOOXOAUMOCTh OKa3aHHs
COIYTCTBYIOIIMX YCIIYT OTCYTCTBYET.

Iopsaok (Moc1e0BATENLHOCTh, ITAINBI) BHINOJMHEHUS paboT/0Ka3aHUS YCIyr:

IMocaexoBaTenbHOCTE 3TANOB padoT

OT14geTHBIE JOKYMEHTBI 110 HTOr'aM
3TanoB

O6cneoBaHme CyLIECTBYIOMMX HHOOPMAIMOHHBIX
cuctem ObmiectBa. UHBeHTapU3alHs TEXHUYECKUX
unpopmanmonnsix pecypeoB UCITIn OAO «CH-
MHTI'». BeisBnenne HHGOPMaLIMOHHBIX CHCTEM
MepCOHANbHbIX JaHHBIX

- QHATUTHHYECKMI OTHET 110 MPOBEACHHIO
obcnenosanus HHOOPMALIMOHHBIX CHCTEM;

- ciucok BeisBneHubix MCIT/TH;

- pa3sepHyThIii nepeuens [1/1H,
obpabaTbiBaeMbIX B MH(OPMAILIHOHHbIX
cucremax O6uiecTra;

- IepeveHb COTPYAHHKOB, JOMYIMEHHBIX K
ofpabotke [1/1H;

- OTIMcaHKe BXOJIleld U UCXoasIIeH
HH(pOpPMALIMK IS MO/Ipas/ie/IeHHH, CBA3aHHBIX
¢ o6pabotkoii I1/1H;

- onucanue HHGopMaLMoHHBIX noTokos [1/1H
MEXIY TMoApasAC/IEHHIAMH,

- orcanuie HH(popmamoHHbix norokos I1/u ¢
TPETEUMHU JTULIAMH;

- OTIMCAHKE TEXHONIOMMYECKHX IMPOLIECCOB
obpabotku ungopmanpu B UCIT/IH.

- onMcaHure mep o obecrneveHHIo (pU3HIECKO
0€30MacHOCTH U PAaCTIONIOKEHHS TEXHHYECKUX
CPEJICTB OXPaHbI;

- TeXHosioruueckas uHdopmauus 06
MCTIONB3YEMBIX HH(OPMALIHOHHBIX
nojcucremax, obpadarsiBaronux [1/1H, B Tom
quce:

. NepeyHH TEXHUYECKHUX U
MPOrpaMMHBIX CPE/ICTB, BXOMAIIHX B COCTaB
MOJCHCTEMBI;

. nepevHy HHAHOPMALMOHHBIX PECYpPCOB
MOJICHCTEMEI;

. OMUCAaHUE TEXHOJIOTHH YIPaBICHHA
MOJICHCTEMOIA;

. CTPYKTYpHas CXeMa TOMOJIOr MM
UH(OPMALMOHHON CHCTEMBI

. TEXHOJIOTHYECKUE CBeJIeHHA 00
MCIONb3YEMBIX CEpBEpax.

OnpeienieHue B CYLIECTBYIOLIMX HHPOPMALMOHHBIX
cucTeMax moacHcTeM, obpabarsiBarommx
NepCOHAbHbIE JaHHbIC H YTOYHEHHE UX Kiacca (rpu
HeoOXOAMMOCTH)

- MPOEKTHI AKTOR KJ1accuukaluu
(onpenesneHus ypoBHEH 3aLUIEHHOCTH) UL
kaxaod MCITIIH.

Onpenenenne yrpos 6esonacHocty, popMupoBaHue
mojenu yrpo3 u moaenu Hapywarens s UCTTx,
(bopMupoBaHHe U corlacoBaHme ¢ 3aKka3zqaMKoM
TexHuueckux rpedoranuii k C3I1][H

- yacTHAA Mojens yrpo3 6esonacuocTu [1/10
npu ux obpabotie B UCIT/IH, BiItOUas Mojelb
HapyLIUTENs;

- YaCTHOE TEXHHYECKOE 3alaHie Ha CO3/IaHHE
CHCTEMBI 3alIUThI EPCOHABHBIX JAHHLIX B
WUCT1[{n, conepikamee:




. o01ue CBeIEHNs O MPOEKTE;

. HasHa4YeHHWe U LENTH NPOEKTHPOBAHHS
CHCTEMBI 3ALTUTHI;

. XapakrepucTuka 00beKTa 3all|ThI;

. TpeGoBaHUs K CHCTEME 3alMTHI B
LIEIOM;

. byHKUHOHANEHBIE TPpeGORAHMS K
[OJICHCTEMAM;

. TpeboBanna K BUAaM obecrieueHus;

. TpeboraHMs K peasiu3aluu

NPEUIOKEHHH IO ONTUMU3ALHH
HHGOOPMALIHOHHBIX CHCTEM 00paboTku
MePCOHAILHBIX JTaHHBIX;

® COCTaB H CO/IEPIKAHHE BBIMOIHAEMBIX
paboT no npoexTy;

. NOPSAOK KOHTPOS ¥ MPUEMKH
CHCTEMBI 3alIUTHI;

. TpeGoRaHus K COCTABY U COEPIKAHHUIO
paboT no noAroToBke 06bEKTa 3aUIMTHI K
BBOJIY CHCTEMBI 3aLHTHI B IeHCTBHE.

ITpoextuposanue C3I1/{x UCI1Iu

- TeXHUYeCKHUit mpoekT Ha cosfanue C3I1/IH;

- MOACHHUTENNbHASA 3alTHCKa K TEXHHYECKOMY
npoekry C3I1/{n:

. obocHoBanue paspaborku C3I1][H;
o ucxoaHeie ganusie Ha UCITH,
. CCBIJIKY Ha HOPMATHBHBIE TOKYMEHTHI,

¢ y4eToM KOoTophix OyaeT paspabaTeiBaThCs
C3I1[I1 ¥ mpUHUMATECS B IKCIUTYaTaLIHIO
UCIIH;

. MOATBEPIKACHHE COOTBETCTBUA
MPOEKTHBIX pelleHHH NeHCTBYIOMNAM HOpMaMm
sakoHogaTenseTsa o [1]1H;

. KOHKPETH3HPOBAHHBIE MEPOTIPHATHS K
tpebosanus k C3I1/IH (c yueTom Kiacca U
TpeboBaHMit PyKOBOAAIINX JOKYMEHTOB
OCTOK Poccuu u DCE Poccun);

. nepeyeHb MpeanojaraéMaix K
HCIO/Ib30BAHHIO CEPTHOHLIMPOBAHHBIX CPE/ICTB
3alIHUThI uchopMaan H CXE€Mbl HX BHCAPEHHA,

. COCTaB, CO/IEPHKAHHE H CPOKH
npoBeaeHus paboT o sranam pa3paboTKu U
BHeapeHus C3T10H;

. MOSACHUTE/BHYIO 3aIHCKY K
TEXHUYECKOMY TPOEKTY;

. BEIOMOCTh TEXHMYECKOTO MPOEKTa
C3I11H;
. [porpamMMy U METOJIMKY MCIBITaHHI

C3I1H;

. CITMCOK MEpPONpUATHH 10 3aLuTe




HH(OpMAaLMH.

Paspabotka u corsiacoBaHue ¢ 3aKa3quKOM KOMILIEKTa
OpraHu3alMOHHO-PACIIOPAAUTEIEHON IOKYMEHTALIHH,
perjaMeHTHpYIOLIeH rnpouecchl 06paboTKH M 3aILHTHI
NepCOHANBHBIX 1aHHbIX

- «ITpuka3s 06 opranuszauuu pador B ObuiecTse
M0 3alUTE NEPCOHAJIBHBIX JaHHBIX 1O
TpeboBatuiM UHGOPMALIMOHHOM
Oe3onacHoCTUY:

. [Tpunoxenue Ne 1. [Tonoxkenue 06
obpaboTke MepcoHaBHBIX IaHHbIX;

. [Tpunoxxenne Ne 2. [TonuTrka
oneparopa B otHoweHuu o6paboriu [1/1H;

. [Ipunoxenue Ne 3. [Tonokenue o
CTPYKTYPHOM MOJIpa3s/ie/IecHHH, OTBEHAIOIEM 32
3alIMTY NEPCOHANIBHBIX AaHHBIX;

. [Mpunoxenune Ne 4. [Tonoxkerue 06
OpraHH3al|y U NpoBeAeHHH paboT mno
obecrnieyeHnto 6€30MaCHOCTH NEPCOHATLHBIX
JaHHBIX ipu uX obpaborke B UCIT/IH.

. [Mpunoxenune Ne 5. [lepeuens
COTPYAHHUKOB M NMOApa3Ae/eHHil, JOMyEHHbIX
K 00paboTke NepcoHaNbHBIX JaHHBIX;

. [Tpunosxenue Ne 6. Ilepeuenn
UH(OPMALMOHHBIX CHCTEM MEPCOHANTBHBIX
JaHHBIX;

. [Mpunosxenue Ne 7. TonoxeHue o
KoMuccuu no 3awure [1]Tx;

. [Mpunoskenue Ne 8. ITonosxenue o
MPOIYCKHOM U BHYTPHOOBEKTOBOM PEIKHME;

- «Ilpukas o BBefieHueE B JelcTBHE
JOKYMEHTOB, PerlaMEeHTHPYIOIIHX
MEPOTPHATHS 10 3alUTe NEePCOHANIBHBIX
JlaHHBIX, 0OpabaTeiBaembix B ObiiecTBe:

Ipunoxenue Ne 1. Komnnekt HHCTpyKLMii:

. «MHCTpYKIMA MO UCIOIb30BAHUIO
aHTHUBHPYCHBIX CPEACTBY;

. «VHCTpYKIMA N0 OpraHU3aluH
NapoJIbHOM 3alUThI»;

L «MHCTpyKLMSA 110 pe3epBHOMY
KOMMUPOBAHHUIO ¥ BOCCTAHOBIEHHIO MACCHBOB
uH(OpMALIHI);

. «HueTpykims no obecrneyeHuio
6e30MacHOCTH W 3alUThl HHPOPMALIUK OT
HECaHKIIHOHMPOBAHHOI'O AOCTYIIax;

. «MHCTpYKLMSA MO OpraH|3aliy y4eTa,
HCITOJIB30BAHHA H YHHYTOMKEHHA MallTHHHBIX
HOCHUTEJICH AaHHBIX, MMpeaAHA3HAYCHHbIX 1JIA
obpaboTku ¥ XpaHeHHs IePCOHATBHBIX
JaHHBIXY,

. «HucTpykums no obpaborke
MEePCOHAIbHBIX JAHHBIX 6€3 HCTOIB30BaHUS
CPE/CTB aBTOMATH3ALIAMY;




. «MHcTpyKUMa aAMUHHCTpaTOpa
6e30MacHOCTH.

[Tpunoxenne Ne 2. KomniekT persiaMeHTOB:

. PernameHT 0 npeaocTaBIeHHH ITpaB
AO0CTyMNa K N€pCOHaJIbHbIM JaHHBIM]

. PernameHT pearupoBanus Ha
obpamenus cyonexTor [1/[H 1 3anpocsl
rocyapcTBEHHBIX HAJ30PHBIX OPraHOB;

. PernamenTt obMeHa/BeIjauu
uH(popmaLmel (K JoroBopaM Mexy
O61ecTBOM ¥ CTOPOHHUMHM OPraHH3aALHIMH);

. PernameHT koHTpOnNs cocTaBa U
KoHTposs 3autuienHoctd UCITIH;

- Pernamenrt nno ynpaBneHmo
HHLMIeHTaMH 6€30MacHOCTH;

. Pernamenr pe3epsupoBaHus U
BoccraHoBieHus paborocnocobnoctu UCTI/IH;

. PernameHT opraHuzauuy obparieHus ¢
3aluIaeMsiMi HocurensiMu TT/TH;

. PernamenT opraHuzaumu
AHTHBUPYCHOM 3aIUTHI;

. Pernament xonTpons adhekTHBHOCTH
BLINOJIHEHUS TPeOOBaHHIA 3aKOHO/IATEIBCTBA
P® o 3amure IT/{H.

ITpunoxxenue Ne 3, Komnnekr jKypHanos:

. Kypnan yuera C3HU,
3KCILTYaTallMOHHOM U TEXHUYECKOH
JIOKYMEHTALMH K HUM;

¢ KypHan y4yera OTKpBITHA/3aKPHITHA
nomeLuieHui/Mect XxpaHenus Hocureneit [1/1H;

. JKypHan MHCTpYKTaXa nosb3oparesiei
n obcyskuBatomiero nepconana Obiuecrsa;

. KypHan yuera MEpONpUATHI 110
3aumTe uHGopmanuu B ObecTse;

. JKypHan yuera U BbIIa9H MaLIUHHBIX
HOCHTEJIeH JaHHBIX, COePKaLUX
KoHpuAeHIMaNbHYI0 nHbopmauuio ObuiecTsa;

. KypHnan yuera peMOHTHO-
BOCCTaHOBMTE/IbHBIX PaGOT HAa OCHOBHBIX
TeXHHYEeCKHX cpejicTBax ObmiecTsa;

L JKypHnan y4era Bblau4 HHOpMaLUK
Ha OyMaXXHBIX HOCUTE/IAX TPETHUM JIMLIAM;

. JKypHan ydeTa BbIIa49H MEPCOHATBHBIX
KJIIO4eH,

[Tpunoxenue Ne4, [Tpuka3pl U aKTh:

. AKT onpeeieH!s YPOBHS




3alHUIIEHHOCTH,

. AKT oneHkH 3pPeKTHBHOCTH
MPUHUMAEMBIX Mep Mo obecreyeH o
6esonacnocty [1]1H;

. [Ipuka3 o Ha3HAYEHHH AODKHOCTHBIX
JIMI ¥ onpeieNieH|H 00s3aHHoCTeH
JIOKHOCTHBIX JTHIL /1 BBITIOTHEHHUS
TpeGoBanuii 3akoHoaTenbeTBa Poccuiickoi
@enepatmu B 06nacT 06pabOTKH U 3aLUTEI
MepCOHATBHBIX AaHHbBIX;

» HPHKa3 O BBINMOJIHEHHH MEP MO
6e3onacHocTH NEPCOHAIbHBIX HaHHBIX?

. [Mpuka3 o seoae UCTI/IH B
9KCIUTyaTalHIo.

[Tpunoskenue Ne5. INaker 10KyMEHTOB 1O
CK3H:

. [Tonoxenue o nopsake obecneyeHns
Oesonacuocty [1/1H ¢ ucnons3osannem CK3U;

. [Tpukaz o norrycke nonb3oparenett k
pabore c CK3H,

. [Tpuka3 0 Ha3HAYEHUH OTBETCTBEHHOrO
nons3oBarensg CK3H;

. HypHas no3K3eMNIAPHOro y4era
CK3H;

. Kypuan yuera xpanunui CK3H n
KJIFO4YEeH K HAM;

. 3aKIroueHHe 0 BO3MOMKHOCTH
skcrutyatauun CK3H.

[Tpunoxenue Ne6. [Tpouee:

. OnucaHue TEXHOIOTHIECKOro
npouecca 06paboTKu NepcOHANBHBIX JAHHBIX;

. INepeuens UCIT/IH u o6pabaTeiBaeMbIX
B Hux [1]1H;

. Marpuua noctyna cyObeKToB B
HH(OpManMOHHBIE CHCTEMBI MEPCOHAIBHBIX
JAHHBIX;

. [TpoeKT yTOYHSIOLIEro YBEAOMIICHHS B
PockomHanzop 06 06paboTke nepcoHalIbHbIX
JAHHBIX.

7. Tpeboanusi Kk kadecTBy pabor (ycuayr), B TOM 4HCJIE TEXHOJOTHS NpPOH3BoAcTBa pabor
(oxkaszammsi yeayr), METOAMKH OKA3ZAHHS YCJYT, OPraHN3alMOHHO-TEXHOJOTHYecKas cXema
npou3BoacTBa pador:

7.1. O6mue TpeboBanus:

C3II/1 nomkHa TPOEKTHPOBATHECS B COOTBETCTBHH ¢ TpeGoBaHUsIME 3aKOHOAaTeNbeTBA Poccuiickoi
Denepanun, pykopoasmumu gokymentaMa @CTIK Poccun, @CB 1 opraHnu3aiioHHO-
pacnopsautenbHbMU gokyMeHTaMu OAO «CH-MHI™



Texuosoruu 3amuTEl *HGOPMALUHU U IIPUMEHSEMBIE B €€ pPAMKaX CPEe/ICTBA 3aIHUThI JOJDKHBI
obecrneynTh NPEeNOTBPAINCHHE HECAHKIIMOHUPOBAHHOTO JOCTYNA K HHpOpMAIHY 1
MH(OPMALHOHHBIM pecypcaM, a TaKKe U3MEHEHHS IITATHBIX PEXXUMOB (YHKIIMOHHPOBAHUS CHCTEM M
CpeJCTB MHPOPMATU3AIMH H CBS3H.

Hosmxna 66ITE 0O0ecnedeHa 3aluTa, Kak OT BHYTPEeHHHX, TaK U OT BHEIITHHUX YTPO3.

[Ipu npoextuposanuu C3I1/[n nomkua obecneunBaThess MUHUMU3ALIUS OTPAHHYESHHH U 00beMa
JIONIOJTHUTENBHBIX ONepaliyii, HaK/IaAkIBaeMbIX HA MOJIL30BATENS, OCYIIECTRIISIOMIEro
cankuuonuposannyto pabory 8 UCII[IH, mpu ycIoBHH BHIMOTHEHHUS BCEX HEOOXOMUMBIX TpeboBaHmH
uHPOPMALMOHHOMK 6e30MacHOCTH.

7.2. TpeboBanus K COBMECTHMOCTH:

[Tranupyemble K IPUMEHEHHIO CPEJICTBA 3AIUTH HHGOPMAIUH U PEXKUMBI UX (QYHKIHOHUPOBAHUS
HE JIOJDKHEI IPOTHBOPEYMTD YTBEPKACHHOM nonmrruke nHpopmannonnoi 6ezonacnocta OAO «CH-
MHTI'», ycTaHOBIEHHBIM CPEACTBAM 3alHTHI, 06IIECHCTEMHOMY H MPHKJIAJHOMY IPOrPaMMHOMY
obecreyeHnIo B YaCT! MX Kacaromeics.

7.3. TpeboBanusa k macmTabupyemocTu:

Hacrpoiika C3IT/{a noykHa no3BossTh H3MEHSATH (YBEIMYMBATE) IEPEYEHD 3alUINAcMbIX
HH(OPMALIMOHHBIX PecypcoB, 106aBIeHNe WK yaaleHHe 00BEKTOB 3aIUThL, HE CHHKAs CBOIO
(yHKIMOHATBHOCTD M IIPOH3BOUTENBHOCTS. Bribpanusie cpeactBa C3I1/In momxub obecneunBaTh

MacmTabHpyeMOCTh - yBEIHYEHHS KOJIHYECTBA I10JIb30BaTelell, y3/10B 1 HH()OPMAHOHHBIX PECYPCOB
HUCITH.

7.4. Ilopaaok peaau3anuu Mep 1o 3alHUTe [EPCOHANBHBIX IAHHBIX:

Paspa6orka C3I1[[H 1o/mxkHa NPOBOAUTECS ¢ COOIIIOICHUEM JICHCTBYIOIMX rOCYAapCTBEHHBIX
CTaHJ]apPTOB B COOTBETCTBHH C 00JACTHIO X paclpoCTpaHeHHus.

[Topsasox peanu3anuy Mep 10 3aLIUTE IEPCOHAIBHEIX JaHHBIX YCTAHOBICH OCHOBHBIMH
peraaMeHTHPYIOIIUMH JOKYMEHTaMH YIIOJIHOMOYEHHBIX DellepalbHbIX OPraHoB 110 3alUTe
HHpOPMALHH:

- @enepansHoMy 3akoHy P® ot 27.07.2006r. Ne 149-D3 «O6 undopmaiuu, HHGOPMAITHOHHBIX
TEXHOJIOTHAX | O 3auuTe HHOpMaIuuy;

- ®enepansHomMy 3akoHy PD o1 27.07.2006r. Ne 152-03 «O nepcoHaNbHBIX JaHHBIX);

- Tlopsmok nposenenus knaccuuranuy HHOPMAIHOHHBIX CUCTEM NEPCOHATBHBIX JaHHBIX
(YrBepxaen [locranosnenuem Ipasurenscrea PO Ne 1119 ot 1 nos6psa 2012 rona);

- TpeGopanus Kk cocTaBy U COJEPIKAHHIO OPraHU3AMOHHBIX U TEXHUIECKUX Mep 1o obecredeHnIo
Oe30macHOCTH TEPCOHAIBHBIX JaHHBIX IPH HX 00paboTke B MH(POPMATHOHHBIX CHCTEMAX
nepcoHanbHbIX JaHHbX - [Ipukas @CTIK Ne21 ot 18 derpans 2013 roxa (3aperucTpupoBan
Munucrepcrsom IOctuuum PO 14 mas 2013 roja);

- Meroauueckue peKOMEHIALMH 110 0OECIICYEHHUIO ¢ MOMOLIBIO KPUIITOCPEACTB 6e30MacHOCTH
MEePCOHAIBHBIX IAHHBIX MPH UX 00paboTke B HHOOPMALMOHHEBIX CHCTEMAX MEPCOHATBHBIX JaHHBIX C
HCIIOJIb30BaHHEM CPEICTB aBToMaTH3anuy. Y TeepxkaeHbl pykosoacteom 8 Lentpa ®CB Poccun 21
¢espans 2008 roma Ne 149/54-144;

- «Meroauke onpeeneHus akTyalbHEIX Yrpo3 6€301acHOCTH NEPCOHATIBHBIX JaHHbIX IPH HX
06paboTtke B HHPOPMALMOHHBIX CHCTEMAaX MEPCOHANIBHBIX JaHHBIX», yTBepixAcHOH OCTOK Poccuu
15.02.2008 r.;

- Tunossie TpeGoBaHuUs 0 OpraHu3aliy ¥ obecnedeHnio QYHKIMOHNPOBAHUS K (PPOBATEHBIX
(xpunrorpadH4ecKux) CPEACTB, NPEAHAZHAYCHHBIX IS 3alIATHl HHPOPMALIUH, HE CoiepKatneit
CBEJICHUIA, COCTABIISIONIMX rOCYAapCTBEHHYIO TANHY B CITydae MX MCIIOIB30BaHUs 11 obecredeHus
6e30macHOCTH NEPCOHATBHEIX TAaHHBIX MPH X 00paboTke B HH(YOPMAIHOHHBIX CHCTEMAax
IEepPCOHANBHBIX JaHHEIX. Y TBepiKAeHEI pykoBoacTBoM 8 Llentpa ®CB Poccuu 21 ¢despans 2008 rona
Ne 149/6/6-622.

- TpebGosanus k cucremam oOHapyKeHUs BTOpKeHUH, yrBepxkaeHb! [[pukazom @CTOK Poccun ot
6 nexabpst 2011 roma Ne 638.



- Tpebopanus k cpeacTBaM aHTHBHPYCHOI 3amuThl, yrBepXkaeHs! [Ipukazom @CTIK Poceun ot
20.03.2012 r. Ne 28.

- Pyxosopsmue noxyments ®CB (ITK3 2005, npuxaz GATICU Nel52);

- Tlocranosnenue IlpaButenncra Poccuiickoit @emepauuu ot 15.09. 2008 r. N 687 «O6
yreepxacHuu [lonoxenus 06 ocobenHocTsX 06paboTKH MEPCOHANBHBIX NAHHBIX, OCYIIECTBIACMOM
6€3 UCTIOoIBb30BaHUs CPEICTB ABTOMATH3ALIUKY,

- CrenuanbHbIX TpeOOBaHMIT U PEKOMEHIAIMII 110 TEXHHYECKOI 3anpTe KOHQUACHIHAIBHOMH
uHpopmanuu («CTP-K»), yreepxnenusix [Ipukazom ['ocy1apcTBeHHOM TEXHUYECKOH KOMHCCHHU NTPH
[Tpesunenre Poccuiickoit ®eneparnuu ot 30 asrycra 2002 roga Ne 282;

-T'OCT P 51583-2000 «3ammura urpopmaruu. [Topsigok co3aHus aBTOMAaTH3HPOBAHHBIX CHCTEM B
3aMUIIEeHHOM ucnojiHeHuH. OOIIme MoI0KeHUus ),

-I'OCT 34.602-89 «Mudopmanuonnas Texuonorus. KoMIuieke cTaHaapToB Ha aBTOMAaTH3HPOBAHHEIE
cucreMel. TexHuveckoe 3aanue Ha CO3MaHHE ABTOMATH3MPOBAHHOMN CUCTEMBIY;

-T'OCT 34.201-89 «Mudopmanuonnas rexuonorus. KoMieke cTan1apToB Ha aBTOMaTH3UPOBAHHEIC
cucTeMbl. BHJIbI, KOMIUIEKTHOCTE U 0603HAYEHHE JOKYMEHTOB MPH CO3J[aHUH aBTOMaTH3HPOBAaHHBIX
CHCTEMY,

-I'OCT 34.601-90 «Madopmarmonsas Texaonorus. KoMiuieke craniapToB Ha aBTOMATH3UPOBAHHEIE
cucTeMbl. ABTOMaTH3HPOBAHHbBIE CUCTeMBI, CTa/iuy CO3aHMs;

- PJ1 50-34.698-90 «Metonnueckue ykasauus. Mupopmarronnas Texnonorus. Kommieke
CranzapToB H PyKOBOJALIMX JOKYMEHTOB Ha aBTOMATH3HPOBAHHBIE CHCTEMBL. ABTOMaTH3HPOBAHHBIE
cucteMbl. TpeGOBaHUS K COEPIKAHUIO JOKYMEHTOBY.

- & Takke MHBIX HOPMAaTHUBHBIX MPaBOBBIX akToB Poccuiickoit eaepanuy 1o 3amnmre
NEepCOHANBHBIX JaHHBIX.

7.5. TpeboBanus K JOKYMEHTHPOBAHHIO:

[To oxonyanuu pabor, 3aka3zuuKy nepeaeTcs ciaeayomas JOKyMeHTaIUs:

- OTYET M0 pe3yabTaTaM MpoBejieHus obcieioBanus HHGOPMAIHOHHBIX CHCTEM,

- cnucok BeisiBiIeHHBIX UCTTIH;

- pasBepHyThI nepeuens [1/1a, o6pabarsiBaembix B uHpOpManMOHHBIX cucTeMax ObmecTsa;

- Mozens yrpo3 bezonacuoctu I1/[x mpu ux obpaborke B UCII[IH, BKItOYast MOJEIb HAPYIIHTE]I,
- OCKU3HBIH MPOEKT (TEXHUYECKOE MPEeUI0KCHUE);

- TeXHHYECKOE 33/IaHKe Ha CO3/IaHMe CHCTEMEBI 3alUTh epcoHanbHbX JaHHbIX B UCI1/H B
COOTBETCTBHH € pa3paboTaHHBIM ICKHU3HBIM IIPOEKTOM,

OCKH3HBIH POEKT (TEXHUYECKOE MPEATOKEHHE) B 00s3aTEILHOM NOPSJIKE A0JDKEH BKIIIOYATH B ce0s
CJICAYIONIHE pa3/iebl:

- TEXHHYECKUH IIPOEKT HA CO3/IaHHE CHCTEMBI 3aIIUTHI IEPCOHAIBHBIX JaHHBIX;

- NOSICHHUTE/IbHAs 3allMCKA K TEXHHYECKOMY ITPOEKTY Ha CO3J[aHHE CHCTEMBI 3alIMThI IIEPCOHAIBHBIX
JAHHBIX;

- BEJIOMOCTH TexHHueckoro npoexkrta C3I1]{xn;

- nporpamMmy u MeToaMKy ucnbiranuit C3I1]{H.

[TosicHUTENBHAS 3aIMCKA K TEXHUYECKOMY MIPOEKTY, B 00s3aTe/IbHOM MOPS/IKE JI0/DKHA COEepPKAaTh:
- obocHoBaHMEe pa3pabOTKU CHCTEMBI 3aUThl HHGOPMAIIHH;

- ucxoaHble nanusie Ha UCIT/H;

- CCBUIKY Ha HOPMaTHMBHBIC JOKYMEHTEI, C y4ETOM KOTOPBIX OyzeT pazpabaThIBATLCS CHCTEMA
3AIUTH MHGOPMALMK U TPHHUMATECS B aKkcruryaraiuio MCIT/x;

- KOHKpeTH3upoBaHHBIE MeponpusaTus u TpeboBanus k C3I1/1u (¢ yaerom TpeboBanuii
pyxosoasmmx gokymeHToB @CTIK Poccuu u @Ch Poccun);

- IepedeHb MPEeAnoIaraeMbIX K UCIIOIB30BAHUIO CepTHHHIMPOBAHHEIX CPECTB 3aIUTHI
HHPOPMALIUH U CXEMBI UX BHEIIPEHUS;

- COCTaB, COZIEPIKAHUE U CPOKH MPOoBeAeHHs paboT Mo 3tanaM pa3paboTKH U BHEAPEHHS! CHCTEMBI
3aIUTHl HHPOPMALHH;

- CIHCOK MEPOMPHSITUH 10 3auTe HHOOPMAIHH,
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TpeboBanus k 6e30MaCHOCTH BHINOIHEHHS PA60T/0KA3AHUS YCIYT:

Coxpanenwue B TaiiHe 1eneil, 3a/a4 1 pe3yIbTaToOB PaboT J0INKHO 00eCeuHBaTLCS B COOTBETCTBHH C
TpeOOBaHUAMH 3aKOHOJATENILHBIX ¥ HOPMATUBHBIX akToB PD B 061aCTH 3aIIUTHI IIEPCOHATBHBIX
JAHHBIX ¥ HHGOPMAIIMH OTPAHUUEHHOTO JOCTYIIa, HE co/iepiKanlell CBeICHHI, COCTABIISIOMUX
rocyapCcTBEHHYIO TaliHy.

IToryuenue nonomHUTENBHEIX cBeicHuM 06 anementax C3IT/{a u MCIT/IH (B ToM yucie 06 ux
COCTaBe), MpeHa3HAYEHHBIX Ui 00paboTKu NepCOHANbHBIX JJAHHEBIX, TOJDKHO IPOU3BOAUTECS
YCTaHOBJICHHBIM IOPSIKOM B COOTBETCTBHH ¢ TPeOOBaHHIMHM 3aKOHOIATEIHHBIX M HOPMATHBHBIX
akToB PO® B 061acTH 32U THI TIEPCOHATBHAIX JaHHBIX H MH(GOPMAIMU OTPaHHUCHHOTO JOCTYIIa, He
CoJIepXKaIeH CBEICHUH, COCTABNSIOLIMX I'OCYAaPCTBEHHYIO TaliHy, IIOC/IE NOAMUCAHUS MEKITY
croponamu CorjameHus o KOH(GpUAEHIIHATBHOCTH.

TpeboBanusi K MoJy4eHHBIM B KOHEYHOM HTOre pe3y/bTaTam pabor/yeiyr:

MozaepHu3UpOBaHHas COTNAcHO TexHu4eckoro npoekra C3I1/IH nomkHa nmpeacTaBisTh coboi
KOMIUIEKC [IPOrpaMMHO-TEXHUUECKHUX U OPraHu3allMOHHbIX PelIeH i, 0OecreunBaomux
BhINoJHeHHe 1eneBbiX (yakmmit UCIT/IH.
B cocras C3I1/IH 10/KHBI BXOJUTH CIEIYIOMINE TTOICHCTEMBIL:

YIPaBJICHUS JOCTYIIOM;

PErUCTpaliy U y4eTa;

obecrnieyeHus ETOCTHOCTH;

OrpaHUYEHHUs IPOrPAMMHOM CPe/IBI;

AHTHUBUPYCHOM 3aLUTEI;

obHapyKeHHs BTOPKECHUIL;

obecneueHus 6€30MacHOr0 MEXCETEBOTr0 B3aUMOICHCTBHS,

aHaIM3a 3aIUIICHHOCTH;

kpunrorpadudeckoit 3amter uHGOpManuu (Ipu HEOOXOTUMOCTH).
IMoxcucremer C3I1/IH 10MKHBI COOTBETCTBOBATH TPEOOBAHUSIM, MPEABIBISEMBIM HOPMATHBHBIMH
JAOKYMEHTaMH B 001acTH 6€3011acHOCTH NEPCOHAIBHBIX JaHHBIX TIPHMEHUTEIBHO K YCTaHOBIEHHOMY
YPOBHIO 3aIUINEHHOCTH TEPCOHATBHBIX JaHHBIX.
YpoBeHb 3alUIEHHOCTH ONpPEIeNsSeTCs | CorlacyeTcs ¢ 3aKka3qnkoM B COOTBETCTBHH C
TpeboBanuamu [Tocranosnenns [IpaButenscrsa Poccuiickoit ®enepanun ot 1 Hos6ps 2012 r. N
1119 «O6 yrBepxnenuu TpeboBaHuii K 3auMTe NEPCOHANBHBIX AAHHBIX MPU UX 00paboTke B
HH()OPMAIMOHHBIX CHCTEMAX MEPCOHAIBHBIX JIAHHBIXY.
[Moncueremsr C3I1)1H nomkus! yaosieTBopsaTs TpeGosannsm [Ipukaza @CTIK ot 18 deppans 2013
r. N 21 «O6 yrBepxaenun CocTapa 1 CoepXaHms OPraHu3aHOHHbIX U TEXHAYECKUX MEP 110
obecrnieyeHMIO 6€30MaCHOCTH MEPCOHANBHEBIX JaHHBIX MPU X 00paboTke B HHPOPMALHOHHBIX
CHCTEMaX MEPCOHATBHBIX JaHHBIX» MPUMEHUTEIHHO K YCTAHOBICHHOMY YPOBHIO 3alIUINEHHOCTH
MEPCOHANBHBIX TAHHBIX.

YciioBusI NpHBJICYEHHS CYONOAPSIIINKOB, CyOHCIIOTHATE eI :
Cy6noapsaanble OpraHu3alii MOTYT IIPHBJIEKATHECS TOJIBKO IO COTJIACOBAHUIO ¢ 3aKa3uHKOM.

Tpeﬁonannﬂ K rapanTHH HA BBIMMOJIHEHHBIC paﬁﬂTbl:
Wcnoaaurens rapaHTHPYET HaJICXKAIIECE Ka4YEeCTBO OKa3bIBAEMBIX YCIIYT.

@opmbl, XapakTep H MNEPHOAHYHOCTL NPEAOCTABJICHHS OTYETOB 0 XO0JA€ BbINOJHEHUN
paboT/okazanus ycayr:

Xox oxa3aHus ycryr oopmisieTcs OOIIMM akTOM OKa3aHHBIX YCITyT, HalpasjisieMbM KcrmonHuTeieM
3axa3uuKy 110 3aBEpPIIEHHH BCEX HTANoB paboT.

ITo mepe BhIIONHEHUS 3TanoB pabot, McnonHuTenb NpefocTaBiseT COrIacHO KaJleHapHOMY ILIaHy
OTYETHBIE JOKYMEHTHI, YKa3aHHbIE B OITMCAHHY JTala.

KoHTpoak 32 Ka4eCTBOM BBINOTHAEMBIX Pab0T/0Ka3bIBAEMBIX YCIyT:

KauecTBo oka3aHHBIX ycIIyr mpoBepsieT HHunuarop Jlorosopa.



14. Tpe6osanns k npoxuBaHMI0 U focraBke pabornuxos [loapsanoii opranmzamumn:
JlocraBka paGOTHHKOB K MECTy BBIIOJHEHHS pabOT/OKa3aHWs yCIyr M NpPOXHBaHHE pPabOTHHUKOB
[ToapsnHo# opraHu3anyy TODKHO BXOAUTH B CTOMMOCTh IPEAOCTABISAEMBIX YCIyT 110 JloroBopy.

15. Heo6xoaumocTh B MPUBJIEYeHHH TEXHUKH 3aKa390KAa ISl BHINOJHEHHS paboT/0Ka3aHus yCJayr:
[IpuBneuenue TexHuky 3aKa3uuKa Jis BHITOJHEHUS paboT/OKa3aHus yCiuyr — He TpebyeTcs.

16. lTopsinok  koHTpoOJsi, mNpHEeMKH #  O0QOPMJIEHHS pe3yJbTATOB 10  BHIIOJHEHHBIM
paboTram/okazaHHBIM yCIyram:

16.1. [Ipremka BBIOTHEHHBIX 00543aTENBCTB OCYINECTBIIAETCA B COOTBETCTBHM C TeXHHUYECKUM
3afanueM u KanenaapHeM 1mianoMm.

16.2. [To 3aBepuieHun BBITOIHEHHS BceX 00s3aTensCTB Mo aramaM corjiiacHo KanerpapHOmy
mwiany, Mcmonautens HanpapiseT 3akazuuky AKT.

16.3. 3aka3uuk 1ocie nomydeHuss Axra obs3aH HampaBuTh VCIONHUTENO MOANUCAHHBIA AKT
WM MOTHBHPOBAHHBIA OTKA3 OT NPHEMKH BEIMOJHEHHBIX paboT C MepedyHeM HeoOXOUMBIX
1opabOTOK H CPOKOB UX HCIIOJTHEHHUS.

16.4. Hcnpapnenue 3amedanuit 3akazuuka npousBomdrces McnonHUTENEM 3a CBOM cyeT NpH
YCIIOBHH, YTO OHM HE BBIXOAT 33 paMKH TEXHUYECKOrO 3aaHusl.
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TpeboBanus K MOAPSIHBIM OPraHU3ANHAM, KOTOPBIE OYAYT BBINOJHATE Pa6oThI:

Hcnonmaurens QomkeH:

- HMETH OIBIT paboT B 06/aCTH OKa3aHHs YCIIyT 110 3aIUTe HHPOpPMAIlUH HEe MEHEe 5 JIET;

- HMETBH OIIBIT BBINOJIHEHHS aHAJIOTHYHBIX paboT;

- obmanare MaTepUaNbHO-TEXHHUECKHMMH M KaJApOBBEIMH pecypcaMu, HEOOXOAUMBIMU  JUIs
CBOEBPEMEHHOT'O BBIIOJIHEHUS JIOTOBOPA;

- yKasaTh KOJHMYECTBO B IITATE KOMIAHWM CIEHUAIMCTOB, HMEIOIUX Oa3zoBoe oOpa3oBaHHE H
crienuamM3anuio B 0061acTH 3amuTsl HHGOpMAaLUH;

- yKasaTh HaJIMYUEe B IITAaTe CHEIMAINCTOB, OONANAIONIMX POCCHHCKUMH H MEXKIyHapOAHBIMH
cepThudHKaTaMH.

Ksamdukarnus cnenuanictoB McnomauTens MOATBEPKAAETCS COOTBETCTBYIOIMMHE CepTUhHUKATAME
(cBHAETENBCTBAMH).

HcnonHuTtens JO/DKEH HMETh JIALIEH3HH:

- ®CTOK Ha 1eaTenbHOCTh 110 TEXHUYECKOH 3aluTe KOHMHACHIMATEHON HH(OpMAIHHY;

- OCTOK Ha jedrenbHOCTH MO pa3paboTKe W NMPOM3BOJCTBY CPEACTB 3aALIATHI KOHMOHICHIHATLHON
HHQOPMAIIHH;

- ®CBb Ha ocymecTBIeHHe pa3pabOTKH, IMPOU3BOACTBA, pPACIHPOCTPAaHEHHs IIH(PPOBATHHBIX
(kpunrorpaMUECKUX) CpeACTB, WH(GOPMAIMOHHBIX CHCTEM M TEIEKOMMYHHKAIIMOHHBIX CHCTEM,
3aUMIIEHHBIX € MCIONb30BaHHEM MMH(POBAIBHBIX (KpUnTOrpaduyeckux) CpPEACTB, BHITOIHEHUS
pabor, okazamus ycayr B obnactu mmbpoBaHHS HHOOPMAIUHK, TEXHHYECKOTO OOCITY>KUBAHHUS
UG POBATEHBIX (kpunrorpaduuecKux) CPEJICTB, uH(pOPMAITHOHHEIX cHCTEM "
TCJICKOMMYHHKAIIMOHHBIX ~ CHCTEM,  3allMIICHHBIX C  HCIOJB30BAHHEM  IIH(POBAIBLHBIX
(xpunrorpadHyecKUX) CpeACTB (3@ HCKIIOYCHHEM CIIyYas, €ClM TEXHHYECKoe O0OCiIyNKuBaHHE
U POBAITBHBIX (xpunTorpaduyeckux) CpPe/CTB, HH(POPMALIMOHHBIX CHUCTEM 7}
TEICKOMMYHUKAIIMOHHBIX ~ CHCTEM,  3al[MUIEHHBIX C  HCIOJB30BAHHEM  IIH()POBAIBHBIX
(kpunTorpaguyeckux) CPEACTB, OCYWIECTBIAETCS I8 obecrmedeHus COOCTBEHHBIX — HYXII
IOPUAMYECKOTO JIMIA MJIH MHAMBUILYATHHOTO TPEATPAHHMATEIS).

Hauansauk

Brruucnurensuoro nuerartpa OAO « CH-MHI» /4%7/ C. W. Komiees

3amecTurens HavanpHuKa Bl E.C. 'ne6osB






